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ABSTRACT:  Java applet-based tools were developed for exploring mathematical foundations of computer 

security techniques (that are not often taught, or inadequately covered, in CS curricula) including sets, 

permutations, combinations, and probability; number theory (divisibility, primes, groups, rings, and Galois 

fields); modular arithmetic; authentication algorithms, and hashes. The tools could be used by students to 

examine cipher puzzles, MonoAlphabetic and shift substitution ciphertexts, Playfair and Vigenère ciphers, 

message digests, digital signatures, and public key cryptosystems. In an attempt to overcome the common 

“Math-phobia” of students, some standard statistical/probability problems were re-cast using scenarios that 

were more ‘security-related’, and perhaps more in keeping with current events: “CIA Hiring”; “Delta Force”; 

and “Ethnic Dispute”. Prior basic knowledge in Discrete Mathematics, Computer Organization and Networking 

Technologies would help students follow the lecture. 
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